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Cybercrime Victimisation and Categorization — A View from the
Perspective of Routine-Activity-Theory (RAT)

This study explores the intersection of cybercrime victimisation and prevention through the lens of Rou-
tine Activity Theory (RAT). Using a representative survey in Austria, the research examines the victim-
isation experiences of private individuals, focussing on financial, data, and personal cybercrimes. The
findings reveal significant differences in demographics and guardianship levels among victims of differ-
ent cybercrime types. Notably, higher levels of physical and personal guardianship were unexpectedly
correlated with increased victimisation. This study underscores the heterogeneity of cybercrime and the
need for nuanced prevention strategies that take into account the distinct characteristics of various cy-
bercrime types. The implications highlight the complexity of the relationship between cybersecurity
measures and victimisation, challenging assumptions about the protective efficacy of increased cyber-
security awareness and measures.
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Cybercrime-Viktimisierung und Kategorisierung — eine Betrachtung aus der Per-
spektive der Routine-Aktivititen-Theorie (RAT)

Diese Studie untersucht die Schnittstelle zwischen Cybercrime-Viktimisierung und Pravention durch
die Linse der Routine-Aktivititen-Theorie (RAT). Anhand einer reprisentativen Umfrage in Osterreich
werden die Viktimisierungserfahrungen privater Personen analysiert, wobei der Schwerpunkt auf finan-
ziellen, datenbezogenen und personlichen Cyberkriminalitit liegt. Die Ergebnisse zeigen signifikante
Unterschiede in Demografie und Schutzniveaus der Opfer verschiedener Cybercrime-Typen. Auffallend
ist, dass hohere Levels an physischem und personlichem Schutz unerwarteterweise mit einer erh6hten
Viktimisierung korrelierten. Diese Studie unterstreicht die Heterogenitit von Cyberkriminalitit und die
Notwendigkeit nuancierter Praventionsstrategien, die die unterschiedlichen Charakteristika der ver-
schiedenen Arten von Cyberkriminalitét beriicksichtigen. Die Implikationen heben die Komplexitit der
Beziehung zwischen Cybersecurity-MaBnahmen und Viktimisierung hervor und stellen Annahmen iiber
die Schutzwirkung erhohter Cybersecurity-Bewusstseins- und MaBnahmen in Frage.

Schlagwérter: Bewusstseinsbildung, Cybercrime, Cybersecurity, Routine-Aktivitaten-Theorie, Viktimi-
sierung

1. Introduction

It is difficult to obtain valid figures on the actual number of victims of cybercrime, as cyber-
crime is recorded and defined differently in different countries around the world. The number
of Internet and social networking users has increased dramatically in recent years. The Inter-
net in general and social networks in particular are changing the psychological and social needs
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of users, defining belonging and self-esteem and often serving to avoid loneliness (Mikkola,
2020). Cybercriminals are taking advantage of this, seeing this human behavior as a vulnera-
bility to be exploited in their criminal activities. As a result, an increasing number of different
types of attacks and crimes have emerged over the years. ENISA (2022) reports that ransom-
ware, malware, social engineering threats, data threats, availability threats such as denial of
service, availability threats such as cyber threats, disinformation - misinformation, and supply
chain attacks are currently the most common cyberattacks in Europe (Enisa;2622). However,
this report does not cover all types of cybercrime. They vary considerably depending on
whether the victim is a company, a state or an individual. At the same time, they show that
cybercrime refers to many different phenomena, as if it were an extremely large and diverse
field.

This lumping together of different phenomena could reduce the quality of information that can
be obtained about them, especially when focusing on cybercrime victimization: This is partic-
ularly relevant when thinking about vulnerability and prevention: Victims of phishing need
very different information than victims of data breaches or cyberbullying. But in addition to
their needs, victims of these heterogeneous types of cybercrime also appear to be different as
such (van de Weijer et al., 2020; Dreissigacker & Riesner, 2018).

Combining this interest in victims with the RAT theory, the article at hand will examine, as a
research question, how physical and personal guardianship influences the victimization of var-
ious forms of cybercrime.

2. Victimization and Cybercrime

While neither of these concepts, cybercrime and victimization, has a clear definition on its own,
which already poses several difficulties for researchers, the combination of the two poses an
additional challenge: countability. Being a victim of a crime or offense is one thing, recognizing
it is another. In cybercrime, the unrecorded number of crimes that are not recognized or per-
ceived as such by victims is enormous. This makes it very difficult to count cybercrime offenses
in official statistics.

For the current study, it was decided to use a representative survey in Austria to capture those
incidents that do not make it into official statistics. In Austria, for example, 10,308 cases were
recorded in official crime statistics in 2012. By 2023, there were already 60,195 cases (BMI,
2023). These are divided into cyber-enable and cyberdependet crime. In the context of this
article, respondents are victims if they experience a cyberattack, regardless of whether the at-
tack is successful or not. For example, the recipient of a phishing email is a victim of that attack
regardless of how they deal with it.

In this study, we are particularly interested in the relationship between cybercrime victimiza-
tion and prevention in the form of IT security. More precisely, this research reveals the relation
between the perception of victimization and prevention as best estimation of unrecorded num-
ber of crimes. Particularly in the area of cybercrime, people do not always perceive criminal
behavior as such. To illustrate, if an individual receives 70 WhatsApp messages from another
person within a 24-hour period, this behavior could be considered or perceived as a potential
instance of cyberstalking. Nevertheless, even in such cases, there are individuals who do not
regard this behavior as criminal. Similar examples can be found in numerous other cyber-
crimes.
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Knowledge and knowledge transfer of cybercrime relevant content play a key role here. These
phenomena are analyzed within the theoretical framework of Routine Activity Theory (RAT).
RAT is a widely accepted explanation for the occurrence of crime and cybercrime. It serves as
a practical tool for professionals involved in crime reduction and prevention to assess crime
problems. According to RAT, when a crime occurs, three elements coincide in time and space:
a) A feasible target is present. b) There is an absence of a capable guardian to deter the crime.
c) A likely and motivated offender is in the vicinity (Cohen & Felson, 1979). The results of the
present study should provide a more comprehensive understanding of cybercrime victimiza-
tion and the impact of IT security and prevention measures.

However, there are some participants who are unaware of their own victimization. This must
be taken into account when interpreting the results. To get a more complete picture of the
situation, it was also decided to include those experiences of victimization for which there is
no official evidence.

The work presented here focuses on the victimization of private individuals in Austria.! The
aim of the research was to gain a better understanding of cybercrime victimization and the
victims themselves, as well as the impact of competent guardianship in this regard. We exam-
ine how physical and personal guardianship influence victimization by different forms of cy-
bercrime, using RAT theory as the basis for this research question.

3. From Defining and Classifying Cybercrime to the Victim’s Per-
spective

Addressing the issues of cybercrime and victimization is a major challenge for researchers:
There is no common consensus on the definition or demarcation of either term. This lack of a
common and clear understanding of the phenomenon of cybercrime is challenging and hinders
efforts to combat cybercrime.

As Phillips et al. (2022) recently put it, even today, "... the only consensus in the literature is
that there is no single clear, precise, and universally accepted definition of cybercrime ..." (p.
382). Depending on the point of view, a definition may focus on the attack vector, the perpe-
trator, the victim, or the motives. Although they have been around for a number of years, the
definitions of Thomas and Loader (2000) and Gordon and Ford (2006) are still the most pop-
ular ones referred to in a scholarly context. Other authors have supported the definition of
cybercrime as a type of crime that involves, uses, or is related to computers or information
technology (Furnell, 2003; Varghese, 2016; Wilson, 2008).

In line with these assumptions, there have been various attempts to categorize the heteroge-
neous phenomenon of cybercrime. On the one hand, various authors and institutions propose
a dichotomous distinction between ‘cyber-dependent crime’ and ‘cyber-enabled crime’
(McGuire & Dowling, 2013). This distinction has been made by various researchers using al-
ternative terminology. While Furnell (2001) characterizes the terms as ‘computer-focused cy-
bercrime’ and ‘computer-enabled cybercrime’, Gordon and Ford (2006) critically discuss

1 The study is based on the legal framework in Austria. Cyber-dependent crime: StGB: §§ 107¢, 118a, 119,
119a, 1264, 126b, 126¢, 148a, 225a; Cyber-enable crime: StGB: §§ 146, 147, 105, 106, 107, 1074, 115, 207b,
218, 223, 224, 228¢, 231, 232, 241a, 283.
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‘Type I’ and ‘Type II’ cybercrime, and the United Nations (2000) makes the distinction be-
tween ‘cybercrime in the narrow sense’ and ‘cybercrime in the broader sense’. However, these
authors share the same understanding of how these two groups of cybercrimes differ from each
other. While “cyber-dependent crime® refers to crimes that can only be committed online, such
as malware distribution and hacking, “cyber-enabled crime® refers to traditional crimes that
have moved from real life to cyberspace, such as fraud, child pornography, or cyberstalking.
This distinction is most common in cyberspace and promotes the understanding that the rela-
tionship of the cybercrime offense to information and communication technology is the most
important criterion for defining its characteristics (Phillips et al., 2022).

On the other hand, psychologists Kirwan and Power (2013) differentiate cybercrime according
to the interaction between offender and victim. They speak of ‘property crime’, such as identity
theft and fraud, and ‘cybercrime against the person’, such as cybercrime involving the sexual
abuse of children. Unlike property crime, cybercrime against the person involves significant
interaction between the offender and the victim. Bossler and Holt (2010) choose the target of
the crime as a variable for differentiation. They conclude that victimization differs between
person-based crimes, where the specific person is the target, and computer-based crimes,
where computers in general are the target. The target of the crime, as well as the amount of
loss suffered by the victim, is of great importance for sentencing in cybercrime. However, this
is not the case for the victim’s perception (Graves et al., 2019). “In contrast, the most important
factor in the public’s assessment of the seriousness of the crime is the attacker’s motivation,
which has a much less drastic impact on sentencing guidelines.“ (Graves et al. 2019, p. 352) In
line with this finding, Leukfeldt and Yar (2016) differentiate cybercrimes based on the motiva-
tion of the offenders. They distinguish the crimes they found into computer-related crimes
such as hacking and malware infection, financial crimes such as identity and consumer fraud,
and interpersonal crimes such as stalking and threatening communications.

In general, it can be said that a clear and unambiguous classification of cybercrime offenses is
not possible. Overlaps can be found in a wide range of areas. For example, ransomware can be
categorized as both cyberdependent and cyberenable. Here, a distinction is made between
blackmail itself (cyberenable) and the installation of software (cyberdependent). This pattern
can be found in numerous cybercrime offenses, such as cyberstalking (Huber & Brandtweiner,
2020), and in a wide range of cyberfraud types.

However, to enable the perspective of cybercrime victims and to question the role of competent
guardianship in this regard, the authors of this paper draw on concepts from routine activity
theory to support this view.

4. Routine Activity Theory: A Theoretical Framework for Cyber-
crime Victimization

One of the most popular theories for understanding cybercrime victimization is the RAT. This
theory originally evolved focusing on traditional forms of offline crime and thus can be used
for other types of crime, too (Cohen & Felson, 1979). Essentially, this theory states that crime
occurs when the three tenets of the RAT come together: a suitable target, a motivated adver-
sary, and the absence of a capable guardian (Cohen & Felson, 1979). In recent years, scholars
have applied these theories to cyberspace after originally conceptualizing and applying them
to the offline world (e. g., Holt & Bossler, 2009; Choi, 2008; Leukfeldt & Holt, 2020). This
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theoretical framework argues that cybercrime arises from the use of computer networks to
connect motivated offenders with potential victims in the absence of capable guardianship.
Target suitability is measured by online activity or frequency of Internet use. Capable guardi-
anship, or lack thereof, is measured by cybersecurity management. Despite the lack of physical
targets and direct contact, RAT is believed to be an appropriate theory for understanding cy-
bercrime because there is a shift in the types of targets considered suitable in cyberspace
(Reyns, 2010). As with anything that exists as digital code in cyberspace, information is be-
coming the ultimate target (Yar, 2005). However, the form of information depends on the na-
ture of the cybercrime. In the context of cyberstalking, personal information is valuable be-
cause it gives offenders access to victims (Reyns, 2010). In cybercrime, the information may
be intellectual property, such as software, or systems, such as banking systems (Newman &
Clarke, 2003). Similar results are also reported by Bergmann et al., 2018. Based on routine
activity theory, their study assumes that crime is influenced by the presence of a motivated
offender, suitable targets (internet users) and the absence of capable guardians (prevention
measures). Frequent use of internet-enabled devices increases the likelihood of victimization.
In this context, it is not relevant how many people live in the same household (Bergmann et
al., 2018).

Thus, the current study also explores profiles of cybercrime victimization through RAT by ex-
amining how measures of cybersecurity guardianship relate to different types of cybercrime
victimization. We use this framework to examine hidden groups of cybercrime victimization in
the Austrian context. Echoing the findings of previous RAT research, the study posits that
cyber-enabled environments not only create opportunities for motivated offenders to exploit
online targets, but such environments may also gradually degrade online users’ digital guard-
ianship over time, making users more susceptible to crime victimization.

The RAT has been used in several academic studies to focus on the perspective of cybercrime
victims. For example, Lee and Wang (2022) conducted a multilevel latent class analysis
(MLCA) in 28 European countries based on individuals’ levels of online activity and cyberse-
curity guardianship. The results of the study identified two distinct groups - the “risk class”
and the “cautious class® - with a higher or lower likelihood of being victimized online. Several
variables are used to define the classes. The risk class is 10 times more likely to be a victim of
cybercrime. The ‘risk class’ represents only 19 % of the total sample. The three main causes of
cyber victimization are fraudulent emails/calls, malware, and extremism (Lee & Wang, 2022).
Other scholars have concluded that groups of victims suffering from different categories of cy-
bercrime differ in terms of variables such as self-control (Bossler & Holt, 2010), as well as ac-
cessibility and personal capable guardianship (Leukfeldt & Yar, 2016). Dreissigacker & Ri-
esner’s (2018) study shows that victims’ sociodemographic variables also differed in terms of
the specific crime they were victimized by. For example, while men were more likely to be vic-
timized by financial and data crimes, women were significantly more likely to be victimized by
personal cybercrimes such as stalking and sexual harassment.

These insights and findings suggest that just as cybercrime is very heterogeneous and difficult
to define, so too is its broad field of victims. This leads the authors of this paper to hypothesize
(hypothesis 1) that the demographics and level of guardianship of cybercrime victims differ in
terms of the type of incident that victimized them. To test this hypothesis, the authors of this
paper have undertaken a further categorization of cybercrime, inspired by these previous ideas
and findings.
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In addition, the study requires a closer look at the three tenets of the RAT, with a focus on
capable guardianship as the underlying research interest.

First, it can be assumed that Internet use correlates with victimization. In 2023, the number
of internet users in Austria will be 7.03 million, which corresponds to 91 % of the Austrian
population. The number of people who are exclusively offline will decrease to about 0.7 million
(INTEGRAL, 2023). This means that there is an almost infinite social space in which potential
victims can be contacted, and that a large group of people can be reached with comparatively
little effort (sending an email or chat, social media, creating a homepage, or uploading an im-
age, text, or video file to an existing platform). However, there is evidence that simply spending
more time on the computer or Internet does not increase the risk of victimization (see, for
example, Weber & Wiihrl, 2023). It seems that it is not only the amount of time people spend
online that matters, but also the purpose for which they use it. Holt and Bossler (2009) found
that while respondents’ general computer use and activities did not have a significant impact
on the likelihood of experiencing online harassment, the number of hours respondents spent
in chat rooms and using instant messaging did.

Based on an analysis of reported cybercrime incidents in Austria, Huber et al. (2019) identified
a variety of motives that cybercriminals may have: the desire for revenge, financial intentions,
bragging, conviction, and even following or imitating. Attackers vary, for example, in their
composition, from individuals to groups, in their technical skills and expertise, in their modus
operandi, and in their goals and targets. Furnell (2021) notes that while a few years ago hackers
operated alone, pursuing personal goals such as challenge, ego, and mischief, today they are
increasingly organized and pursuing someone else’s agenda (cybercrime as a service).

This paper focuses on the lack of capable guardianship as a determinant of victimization by
various forms of cybercrime. Regarding the relationship between capable guardianship and
cybercrime victimization, previous research has distinguished two forms of guardianship:
Physical guardianship, which is computer software designed to protect the computer system
from cybercriminals. While some studies found that higher levels of computer security (i. e.,
antivirus and firewall software) had no effect on the likelihood of cybercrime victimization
(Bossler & Holt, 2010; Leukfeldt & Yar, 2016; Marcum, 2008), other studies showed that these
guardianship measures offset the risk of online victimization (Choi, 2008). Based on the RAT
and these findings, the authors hypothesize (hypothesis 2) that people who use more physical
guardianship measures are less likely to be victims of cybercrime.

The other type of guardianship is personal guardianship, which refers to the respondent’s level
of competence with computers and technology. In this regard, some authors highlight the im-
portance of sociodemographic variables such as income, gender, age, and education as key fac-
tors of cybersecurity knowledge (Dodel & Mesch, 2017; Lee & Chua, 2023). According to Kang
et al. (2015), technical education is one of the two factors that positively influence users’ cyber
awareness and knowledge. Redmiles et al. (2016) state that it is the process of knowledge ac-
quisition, which is dependent on sociodemographics, that makes a difference in cyber victimi-
zation.

Based on the RAT and these findings, the authors hypothesize (hypothesis 3) that the likeli-
hood of becoming a victim of cybercrime decreases for people with an affinity for IT. Further-
more, the authors hypothesize (hypothesis 4) that people who are willing to learn about secu-
rity risks are less likely to become victims of cybercrime.
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5. Methodology

5.1 The Sample

The study was conducted among unregistered victims of cybercrime against private individuals
in Austria. A representative online survey was conducted, legally based on Austrian criminal
law. Austrian crime statistics include both enabling and disabling cybercrime offenses.

Based on these crimes, a questionnaire? was created that took about 15 minutes to complete.
After a pre-test, the link to the online questionnaire was sent to the respondent pool of the
market and opinion research institute Integral in March 2020. The survey participants were
recruited at random from the Integral online pool of about 30,000 individuals between 16 and
69 years of age from all over Austria.3 The survey was conducted using computer aided web
interviewing (CAWI). A total of 8,802 people were invited to take part in the survey, resulting
in a sample of (n =)1,007 respondents.

The gender ratio of respondents is balanced, with 50 % of respondents identifying as male and
50 % as female. The respondents are representative of the Austrian population, with approxi-
mately half being under 45 years of age (48 %) and the remaining half being older (52 %). Ap-
proximately one-third of respondents have completed an apprenticeship (32 %), followed by
individuals who have attended high school without obtaining a diploma and those who have
graduated from high school (each 22 %). Less frequently, respondents have obtained a univer-
sity degree (19 %). The majority of participants have a monthly net household income of be-
tween 1,000 and 3,900 euros (70 %). A quarter (25 %) of respondents have an income above
this range.

This means a response rate of 11 %. The structural similarity between the Austrian population
(16-69 years old internet users in Austria) and the sample was ensured by means of quota con-
trol: The authors used sampling weights according to the variables gender (two classes), age
(ten classes), education (four classes) and federal state (nine classes). Data analysis was per-
formed using SPSS software and included frequency counts as well as multivariate analysis
methods.

5.2 Measures

5.2.1 Dependent Variable

As highlighted in the previous chapters, neither the term victimization nor the term cybercrime
are easy to define for academics and even more so for lay people. To make the topic easier to

grasp for the participants of the quantitative survey, the authors decided to ask about experi-
ences with specific forms of cybercrime. We therefore approximate the victimization variable

2 Survey questionnaire https://door.donau-uni.ac.at/o0:5133

3 Initially, recruitment was conducted mainly through pop-up tests, as representative surveys did not
yield enough new participants. The method of recruitment changed with increasing internet penetra-
tion: currently, most pool participants are recruited through telephone or face-to-face interviews, as well
as pop-up tests (widely distributed across various websites). A small percentage (<5 %) join via registra-
tions on the homepage or are referred by a friend. All pool participants are stored in a database that is
actively maintained. Contact occurs solely between staff members and pool participants; a community
site for interactions between pool members is not provided.
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by the perception of the victimization. To gain knowledge about cybercrime victimization, re-
spondents were asked whether they had been a victim of any of the 22 types of crime in the
official crime statistics (BMI 2023). Respondents could answer ‘yes’, ‘I think so, but I cannot
prove it’, ‘no’, or ‘don’t know’. For the reasons given above, the answers ‘yes’ and ‘I think so’
were combined for analysis. Based on the assumption that victims of cybercrime differ accord-
ing to the type of cybercrime they have experienced, the crimes were grouped for analysis (see
Figure 1). Like Leukfeldt and Yar (2016), the authors of this paper distinguish between cyber-
crimes that target (1) money, (2) data, or (3) a person as such. The first category of cybercrime
refers to crimes in which the perpetrators seek financial gain. Examples include phishing at-
tacks, fraud, and extortion. The second category of cybercrime is crimes that attempt to gain
unauthorized access to, collect, or manipulate data. Examples include spyware, computer vi-
ruses, and data breaches. The third group includes crimes where the offender’s primary goal is
to harm or harass the victim. Examples include the distribution of hate messages or nude im-
ages, as well as deception to initiate sexual contact and stalking. These three categories are not
necessarily distinct. The collection of information could be used to gain financial advantage
(through extortion) or to harass a victim (through stalking). However, it is possible to distin-
guish cybercrime offenses in these categories by the entity that the perpetrators are ostensibly
and immediately focused on. The authors of this paper hypothesize that the category of cyber-
crime is related to the characteristics of its victims. This hypothesis is tested through empirical
analysis.

5.2.2 Independent Variables

To determine the respondents’ personal guardianship, the authors asked them about their dig-
ital skills, in line with previous studies (Graham & Triplett, 2017; Leukfeldt, 2014). Therefore,
the survey asked about the participants’ background in IT, i.e., whether they had education or
training in IT, an IT-related job, a specific interest in IT, or none of the above. This was a mul-
tiple-choice question.4 Participants were also asked if they were aware of the security vulnera-
bilities of the devices they owned. To determine respondents’ physical protection, participants
were asked if they used five specific security measures, which could be answered yes, no, or
don’t know.

Based on findings from previous studies, the questions focused on the use of antivirus software
(Bossler & Holt, 2011; Leukfeldt, 2014) and the safe use of passwords (Burnes et al., 2020;
Bossler & Holt, 2011). Specifically, the survey asked whether participants used certain security
measures, such as having an antivirus program on their computer and an antivirus program
on their smartphone, changing their passwords regularly, keeping their passwords secret, and
having a password safe.

4In principle, individuals who are more actively engaged with information technology and utilize it more
frequently are generally considered at a higher risk of becoming victims of cyber-related incidents. How-
ever, given that approximately 95 % of the Austrian population regularly uses the internet, it can be
inferred that the overall level of internet usage within this population is significantly high (Statistik Aus-
tria, 2024).
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Figure 1. The authors classified the relevant cybercrime crimes into three groups based on the
target of the perpetrators
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5.2.3 Control Variables

In addition to the theoretically relevant variables, the authors also collected demographic in-
formation from the participants. These included gender (male/female/diverse), age as a con-
tinuous variable, education level (1=primary school and below to 6=university degree), and net
monthly household income in groups (1=below € 1,000 to 10=€ 5,000 and above in increments
of € 500). These variables were included to control for any demographic differences between
groups of victims of different forms of cybercrime.

To better assess the variables that influence victimization of different forms of cybercrime, the
authors ran logistic regressions separately for the three different groups of cybercrimes as well
as for cybercrime in general.

5.2.4 Limitations

Approximating victimization by the variable of perceived victimization is a limitation to the
results. Nevertheless, it allows accessing a large field of unreported incidents within a large
representative sample. Undetected and therefore unperceived cybercrime remains, yet this is
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a principal problem of IT security as research on unreported crime requires the examination
of individual perceptions of criminal acts in an effort to make them visible.

A second limitation is given by the survey’s intricate nature and extensive duration. No sup-
plementary data was collated concerning the time lag between the implementation of IT secu-
rity measures and the occurrence of the incident, nor the victimization in relation to particular
temporal periods. Consequently, it is only possible to calculate correlations and not connec-
tions.

6. Results

6.1 Characterizing Victims of Cybercrime by Frequencies

The results of the survey show that cybercrime is not new to respondents (see Table 1): At 84 %
(849 respondents), the majority have been victims of cybercrime at least once in their lives. Of
those respondents victimized by cybercrime, 87 % (741) have been victims of cybercrime tar-
geting their financial assets. This is followed by cybercrime against data with 69 % (589). Fi-
nally, only 35 % (295) have experienced cybercrime against their personal domain. The figures
show that numerous respondents got victimized by more than one of these three types of cy-
bercrime.

Victims of cybercrime in general are almost equally divided between men and women. How-
ever, men are slightly more likely to be victims of cybercrime across all types of crime. The
average age of cybercrime victims is around 45. Miiller et al. (2022) also come to similar con-
clusions. The researchers conducted a study in Lower Saxony (Germany) on the topic of cyber-
crime against private individuals. Here, too, it was possible to provide significant evidence that
men are more likely to be victims of cybercrime than women, especially in the area of cybere-
nabled crime (Miiller et al., 2022). Victims of personal crime are younger (43 years) than vic-
tims of data and financial offenses (45 years). The descriptive statistics also show that the ed-
ucational level of victims is relatively balanced across the different types of cybercrime. How-
ever, victims of personal cybercrime appear to have a slightly lower level of education (mean
3.49) than victims of data (3.56) and financial offenses (3.55). A similar picture emerges with
regard to the income of victims, where the differences are somewhat greater. With an average
of 5.07, the average income of personal offenses victims is lower than that of financial (5.71) or
data (5.65) crime victims. The table also shows that an IT-related education, job, or interest is
relatively balanced among victims of the different types of cybercrime. Victims of personal of-
fenses are slightly more likely to be educated or employed in the IT field.

In order to investigate the correlation between victimization across different groups of cyber-
crimes, a cross-tabulation was conducted. The results in Table 2 show that the perceived vic-
timization by the three different groups of cybercrime stands in significant correlation with
each other.5 While all victims are almost equally likely to inform themselves about security

5 The correlation value between financial and data offenses counts 0.250, data offenses and personal
offenses counts 0.238, and personal offenses and financial offenses counts 0.258. All correlation values
refer to contingency coefficient with an error tolerance of less than 0.001.
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vulnerabilities of the smart systems and devices they use, victims of personal (2.81) and finan-
cial (2.79) offenses are slightly more likely to take security measures than victims of cybercrime

in general (2.76) and data offenses (2.75).°

Table 1. Frequencies of the three groups of cybercrimes as well as cybercrime in general.

Victimization by cybercrime in
general (n=849)

Victimization by financial offenses
(n=741)

Std. Std.
Variable n Min Max Mean Dev n Min Max Mean Dev
Demographics
Gender 849 1 2 1.48 0.50 741 1 2 1.46 0.50
Age 849 16 69 45.07 13.93 741 17 69 45.21 13.76
Education 849 1 6 3.52 1.59 741 1 6 3.55 1.60
Income 826 1 10 5.61 2.61 724 1 10 5.71 2.64
Personal guardianship
IT-related training/education 849 0] 1 0.09 0.20 741 0] 1 0.10 0.30
IT-related workplace 849 0 1 0.11 0.31 741 0 1 0.11  0.32
IT-related interests 849 0] 1 032 047 741 0] 1 0.33 0.47
None 849 0 1 0.53 0.50 741 0 1 0.51 0.50
Inform oneself about vulnera-
bilities 849 0 1 0.59 049 741 0 1 0.58 0.49
Physical guardianship
Security measures (up to 5) 849 0 5 276 1.08 741 0 5 2.79 1.07

Victimization by data offenses

Victimization by personal offenses

(n=589) (n=295)

Std. Std.
Variable n Min Max Mean Dev n Min Max Mean Dev
Demographics
Gender 589 1 2 1.46 0.50 205 1 2 1.46 0.50
Age 58 16 69 44.54 1376 295 17 69 42.67 13.97
Education 589 1 6 3.56 1.59 295 1 6 3.49 1.59
Income 576 1 10 5.65 2.50 284 1 10 5.07 2.63
Personal guardianship
IT-related training/education 589 0] 1 010 0.30 205 0] 1 0.12 0.33
IT-related workplace 589 0] 1 0.11 0.32 295 0] 1 0.14 0.35
IT-related interests 589 0 1 0.33 0.47 205 0 1 0.32 0.47
None 589 0 1 050 0.50 295 0 1 0.47 0.50
Inform oneself about vulnera-
bilities 589 0] 1 0.61 0.49 295 0] 1 0.61 0.49
Physical guardianship
Security measures (up to 5) 589 0 5 2,75 1.09 295 0 5 2.81 1.14

6 Since the cybercrime groups, next to other variables in the table, are part of a multiple response set,
the authors additionally calculated the Chi-square test. The results show significant correlations be-
tween the groups of cybercrimes and gender (9.975, p<0,05), age (37.123, p<0.001), income (39.669,
p<0.001), IT-background (40.632, p<0,001) and informing oneself about vulnerabilities (21.740,
p<0.05). The correlation between the groups of cybercrimes and educational level as well as security

measures was not significant.
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Table 2. Cross-tabulation of the three groups of cybercrimes (total numbers)

Financial offenses Data offenses Personal offenses
Yes No Yes No Yes No
Data offenses Yes 490 99 X X X
No 251 167 X X X
Personal offenses  Yes X X 228 67 X X
No X X 361 351 X X
Financial offenses Yes X X X X 271 470
No X X X X 24 242

6.2 Explaining Victims’ Characteristics and the Influence of Capable
Guardianship

In a next step, we tested whether there was a relationship between the independent variables
of guardianship and the dependent variables of victimization by the different types of cyber-
crime as well as cybercrime in general. The objective is to investigate whether the probability
of an individual becoming a victim of cybercrime can be predicted by socio-demographic data
and guardianship factors. Given that the dependent variables of victimization are binary (i. e.,
yes/no), the authors conducted a logistic regression analysis. The independent variables were
recoded as dummy variables. Unlike linear regression analyses, which employ the least squares
method, logistic regression analysis is based on maximum likelihood estimation (MLE). The
system SPSS employs the logarithm of the value of the likelihood function, which was maxim-
ized during the estimation of the model. This logarithmic value is designated as “log-likeli-
hood“ or “LL* for brevity. For the estimation of the model quality, this value is multiplied by -
2 (-2LL). The value -2LL characterizes an error term.

The results of the logistic regression analysis presented in Table 3 show the extent to which
RAT-based variables could explain cybercrime victimization. The table also includes demo-
graphic variables as control variables. All models are significant with an error probability un-
der 0.001. While gender has no significant effect on cybercrime victimization in general or on
personal cybercrime offenses, it does have an effect on financial and data offenses.

Being male increases the likelihood of being a victim of both financial (OR=1.465, p<0.05, SER
0.169) and data (OR=1.467, p<0.05, SER 0.149) offenses by almost one and a half times. The
findings revealed that age has a significant impact on the probability of becoming a victim of
cybercrime, encompassing both financial and personal offenses. The influence of age on the
likelihood of victimization by cybercrime manifested in different ways. Individuals aged be-
tween 45 and 54 years were found to be at a significantly elevated risk of victimization by cy-
bercrime in general (OR=2.145, p<0.05, SER 0.387) and financial offenses (OR=2.366,
p<0.01, SER 0.329) in comparison to those younger than 25 years of age. The likelihood of
victimization was found to be more than two times higher. In contrast, the data indicated that
individuals aged 55 and above were less likely to be victims of personal offenses than those
below the age of 25. The odds ratio (OR) was 0.445 (SER 0.293), with a p-value of less than
0.01, indicating a decrease in likelihood of over 50 %.
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Table 3. Logistic regression model concerning the three groups of cybercrime offenses as well

as cybercrime in general

Victimization  Victimization  Victimization  Victimization
by cybercrime by financial of- by data of- by personal of-
in general fenses (n=741) fenses fenses (n=295)
(n=849) (n=589)
Demographics
Gender
Female . . . .
Male .259 (1.295) .382*% (1.465) .383% (1.467) .174 (1.190)
Age
24 or less . . . .
25-34 178 (1.195) .104 (1.110) .374 (1.454) -.339 (.713)
35-44 .323 (1.382) .275 (1.317) 477 (1.612) -.369 (.692)
45-54 .763% (2.145)  .861** (2.366) .204 (1.226) -.270 (.7764)
55 or more 158 (1.171) .207 (1.230) -.051(.950) -.809**(.445)
Level of education
No school or compulsory
school
Apprenticeship .268 (1.307) -.183 (.832) .318 (1.375) -.221(.802)
High School, no diploma .449 (1.567) .023 (1.023) .564 (1.758) -.240 (.787)
High school graduate .403 (1.496) .229 (1.257) .342 (1.408) -.130 (.878)
University degree 1.310%* .724 (2.064) .762% (2.143) -.202 (.817)
(3.705)
Monthly household income net
999 or less . . . .
1.000-1.999 -.482 (.618) -.278 (.757) -.402 (.669) -.517 (.596)
2.000-2.999 -.128 (.879) -.264 (.768) -199 (.820)  -.924** (.397)
3.000-3.999 .023 (1.024) .219 (1.245) -.153 (.858) -.712% (.491)
4.000-4.999 -.647 (.524) -.272 (.762) -.309 (.734) -1-2(42:“;
.2
5.000 or more -.149 (.862) .273 (1.313) -.438 (.645) -1.303*3*
(.272)
Personal guardianship
IT-related training/education .284 (1.329) .222 (1.248) 115 (1.122) .333 (1.395)
IT-related workplace .483 (1.621) .328 (1.388) .140 (1.150) .244 (1.276)
IT-related interests .165% (1.179) .179%* (1.196) .098 (1.103) .066 (1.068)
None of them .
Inform oneself about vulnerabilities
Yes, always .730% (2.076) .263 (1.301)  .626** (1.871) .337 (1.401)
Yes, partly .493* (1.638) .062 (1.064) .338% (1.403) .088 (1.092)
No
Physical guardianship
Security measures (up to 5) .203% (1.224) .209** (1.232) .032 (1.033) .104 (1.110)
Constant .079 (1.082) -.257 (.774) -.629 (.533) -.067 (.935)
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Model Xz 70.950 81.282 54.397 54.860
df 20 20 20 20
SER (Konstant) .089 .073 .065 .070
p .000 .000 .000 .000
-2LL 770.304 1036.332 1268.497 1122.942
Nagelkerkes-Rz 121 17 .073 .078

Entries are unstandardized coefficients; odds ratio are in parentheses.

*p<.05; **p<.o1; ¥ p<.oo1

Education was partly found to be predictive of being a victim of cybercrime. The risk of victim-
ization by cybercrime in general was found to be more than three and a half times higher for
those with a university degree than for those who had not completed school or compulsory
school (OR=3.705, p<0.01, SER 0.484). Furthermore, the risk of data offenses was found to be
more than two times higher for those with a university degree than for those who had not com-
pleted school or compulsory school (OR=2.143, p<0.05, SER 0.366). The analysis demon-
strated that income had a considerable impact on the probability of being a victim of personal
offenses. Individuals with a monthly household income net of less than 1,000 euros exhibited
a significantly elevated probability of becoming victims of personal offenses, with a 60 % re-
duction observed among those with incomes between 2,000 and 2,999 euros (OR = 0.397,
p<0.01, SER 0.328) and a 51 % reduction among those with incomes between 3,000 and 3,999
euros (OR = 0.491, p<0.05, SER 0.327). The same is true for individuals with incomes between
4,000 and 4,999 euros (OR = 0.289, p<0.01, SER 0.360), who have a 71 % lower probability
of becoming victims of personal offenses, and individuals with an income above 4,999 euros
(OR = 0.272, p<0.01, SER 0.392), who have a 73 % lower probability of becoming victims of
personal offenses.

In examining the role of personal protection variables, it was found that while IT-related edu-
cation and training, and the presence of an IT-related workplace, do not significantly influence
the probability of victimization, the presence of IT-related interests does. In comparison to
individuals with no IT-related activities, those with an interest in IT are approximately 18 %
more likely to be victims of cybercrime in general (OR=1.179, p<0.05, SER 0.076). This is par-
ticularly the case with financial offenses, with an approximate 20 % increase (OR=1.196,
p<0.01, SER 0.062). The results do not support hypothesis 3, which posits that individuals
with an affinity for IT are less likely to become victims of cybercrime. Neither an IT-related
education nor an IT-related job, nor an interest in IT, is significantly negatively correlated with
any type of cybercrime victimization. Furthermore, individuals who proactively seek infor-
mation regarding the security vulnerabilities of their devices are more likely to become victims
of cybercrime and data offenses, in comparison to those who do not. Those who always inform
themselves have a probability of becoming victims of cybercrime that is more than two times
higher than those who do not (OR=2.076, p<0.05, SER 0.370). Meanwhile, the probability is
more than one and a half times higher for those who only partially inform themselves
(OR=1.638, p<0.05, SER 0.201). The same is true for data offense victimization, where always
informing oneself increases the probability by slightly less than twofold (OR=1.871, p<o0.01,
SER 0.232) and informing oneself partly increases it by slightly less than one and a half fold
(OR=1.403, p<0.05, SER 0.146). There is no significant correlation with financial and personal
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offenses. These results do not support hypothesis 4, which states that individuals who are will-
ing to inform themselves about security risks are less likely to become victims of cybercrime.
Conversely, the results indicate a significant positive correlation between awareness of security
risks and the probability of becoming a victim of cybercrime and data offenses.

The results in the table show that taking specific security measures related to physical guardi-
anship was found to significantly increase the likelihood of being a victim of cybercrime
(OR=1.224, p<0.05, SER 0.085), such that for every one-point increase in security measures
taken, the likelihood of being a victim increases by 22 %. This is particularly evident for finan-
cial offenses, where the likelihood of victimization increases by 23 % (OR=1.232, p<0.01, SER
0.071). However, there was no significant correlation between data and personal offenses. This
implies mixed results for hypothesis 2, which states that people who use more physical protec-
tion measures are less likely to be victims of cybercrime. The results for data and personal
offenses do not support this hypothesis as there is no significant correlation. The results for
cybercrime in general and financial offenses support the hypothesis of a relationship between
measures of physical guardianship and victimization, but in an unexpected direction: The re-
sults suggest that people with more physical guardianship are more likely to be victims of cy-
bercrime in general and financial offenses.

Finally, the Nagelkerkes-R2 shows the extent to which the variables in this study describe the
dependent variable of cybercrime victimization. While demographics and the variables of ca-
pable guardianship describe 12 % of cybercrime victimization in general and 12 % of financial
offenses, they describe only 7 % of personal offenses and 8 % of data offenses.”

All of these results suggest that there is reason to believe, in line with hypothesis 1, that the
demographics and level of guardianship of cybercrime victims differ in terms of the type of
incident that victimized them. This once again demonstrates the heterogeneity of cybercrime
and the need for scholarship to take a more nuanced look at the phenomenon.

One might contend that, given the focus on perceptions of victimization rather than the act of
victimization itself, the subjective assessment of participants introduces a degree of bias into
the results. This is particularly the case with regard to cybercrime, where offenses are often not
even perceived as such. This is not a limitation of this study alone, as research on unreported
crime requires the examination of individual perceptions of criminal acts in an effort to make
them visible. In order to make this bias more explicit, the authors attempted to make an ad-
justment. If one assumes that a lack of awareness of the presence of security measures is in-
dicative of a lack of awareness of victimization, it would be possible to exclude those individuals
who responded ‘T don’t know’ to any of the questions regarding the presence of security
measures from the sample. This will not eliminate bias; however, it can be viewed as an attempt
to exclude those individuals who are most likely to misreport or fail to observe cybercrime. For
comparison, the authors conducted the same regression for the new sample of (n=) 798 indi-
viduals.

As illustrated in Table 4, the regression analysis conducted with the smaller sample set reveals
notable discrepancies when compared to the regression analysis performed with the entire
sample. Upon exclusion of those uncertain of their security measures, the model for data of-
fenses is no longer significant (p=0.065) and thus cannot be interpreted.

7 The figures have been rounded.
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Table 4. Logistic regression model concerning the three groups of cybercrime offenses as well
as cybercrime in general excluding those individuals who responded ‘I don't know’ to
any of the questions regarding the presence of security measures from the sample

(n=798)
Victimization  Victimization  Victimization  Victimization
by cybercrime by financial of- by data of- by personal of-
in general fenses (n=602) fenses fenses (n=231)
(n=683) (n=481)
Demographics
Gender
Female . . . .
Male .156 (1.169) .318 (1.374) .297 (1.346) .079 (1.082)
Age
24 or less . . . .
25-34 .078 (1.081) .054 (1.055) .354 (1.425) -.493 (.611)
35-44 .325 (1.383) .196 (1.217) .612 (1.843) -.210 (.810)
45-54 .853(2.347)  .875* (2.398)8 .351 (1.421) -.317 (.728)
55 or more .221 (1.248) .284 (1.329) .055 (1.057) -795% (.452)9
Level of education
No school or compulsory
school
Apprenticeship -.108 (.897) -.530 (.588) .377 (1.458) -.295 (.745)
High School, no diploma -.093 (.911) -.432 (.649) .538 (1.712) -.434 (.648)
High school graduate -.109 (.897) -.200 (.819) .439 (1.551) -.339 (.712)
University degree .833 (2.300) .350 (1.418) .870* -.205 (.815)
(2.386)w
Monthly household income net
999 or less . . . .
1.000-1.999 -.248 (.780) .043 (1.044) -.365 (.694) -.270 (.764)
2.000-2.999 -.041 (.959) -.122 (.894) -.172 (.842) -.726 (.484)
3.000-3.999 .097 (1.102) .331 (1.392) -.147 (.864) -.461 (.631)
4.000-4.999 -.481 (.618) -.060 (.942) -.355 (.701)  -.982* (.375)
5.000 or more -.101 (.904) .231 (1.259) -.256 (.774) -1.260%*
(.284)=2
Personal guardianship
IT-related training/education .552 (1.736) .504 (1.655) .029 (1.030) .396 (1.485)
IT-related workplace .403 (1.497) .349 (1.418) 121 (1.129) .239 (1.269)
IT-related interests 197% (1.218)18  .181%* (1.198)14 .070 (1.073) .090 (1.094)

None of them

Inform oneself about vulnerabilities

8 SER 0.382

9 SER 0.337

10 SER 0.421
11 SER 0.403
12 SER 0.454
13 SER 0.086
14 SER 0.068
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Yes, always .513 (1.670) .226 (1.254) .331 (1.392) .415 (1.514)
Yes, partly .433 (1.542) .088 (1.092) .245 (1.278) 151 (1.163)
No
Physical guardianship
Security measures (up to 5) .149 (1.161) 145 (1.156) .048 (1.049) 141 (1.151)
Constant .602 (1.826) .138 (1.148) -.646 (.524) -.311 (.732)
Model X2 43.505 53.529 30.208 46.085
df 20 20 20 20
SER (Konstant) .103 .083 .073 .079
p .002 .000 .065 .000
-2LL 590.527 811.438 1011.674 889.751
Nagelkerkes-R2 .098 .099 .052 .082

Entries are unstandardized coefficients; odds ratio are in parentheses.

*p<.05; ** p<.o1; **¥* p<.oo1

The effect of gender on the probability of becoming a victim of financial offenses is no longer
statistically significant. The results of the second regression model indicate that age continues
to exert a significant influence on the likelihood of becoming a victim of financial and personal
offenses, with only slight alterations in the magnitude of this impact. In contrast, the results
for education underwent a significant change, as the new model yielded no significant results
that could be interpreted. These findings are particularly noteworthy in the context of cyber-
crime, where the odds ratios in Table 3 were not only statistically significant but also relatively
high. Additionally, Table 3 revealed that income has a notable influence on the likelihood of
becoming a victim of personal offenses. This is consistent across both models, with the excep-
tion of the second model with a smaller sample, where only the two highest income groups
exhibited a significantly lower probability of victimization, and the odd ratios were more mod-
erate.

With respect to the variables pertaining to guardianship, interest in IT continues to exert a
considerable influence on the probability of becoming a victim of cybercrime in general and
financial crime. The figures have undergone only slight alterations. However, awareness of vul-
nerabilities no longer has a significant impact on the probability of being a victim of cybercrime
in general and data crime. A similar relationship is observed with regard to the role of security
measures and the likelihood of being a victim of cybercrime in general and financial crime.

~. Discussion

The results of this study are varied and open to different interpretations. Based on our hypoth-
eses, the following results can be stated:
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7.1 Cybercrime Categorization (Hypothesis 1)

Hypothesis 1 posited that the demographics and level of guardianship of cybercrime victims
would differ in terms of the type of incident that victimized them. The results presented in this
paper support this hypothesis, as the significance and direction of the correlation differ be-
tween the three types of cybercrime.

In principle, a clear classification of cybercrime is difficult. There are always distortions be-
tween the offenses. Nevertheless, the results show, that a separation like the one in the paper
at hand makes sense. For example, personal offenses are the only type of crime that do not
correlate significantly with any of the various variables of guardianship (security measures, IT
relationship, awareness of vulnerabilities).

7.2 Security Measures (Hypothesis 2)

Hypothesis 2 states that people who use more physical security measures are less likely to be
victims of cybercrime. Based on previous literature, a negative relationship was expected be-
tween these variables. While the results for data and personal crime do not show a significant
relationship, the numbers for cybercrime in general and financial crime support the assump-
tion of a positive relationship between measures of physical guardianship and risk of victimi-
zation. Although these are unexpected results, the present paper is not the first to report such
findings. Similarly, the study by Bossler et al. (2012) showed that protection software appeared
to increase the likelihood of harassment victimization, which was also inconsistent with previ-
ous research. This would be relevant for the Theory of Planned Behavior (TPB), which argues
that behavioral intentions are determined by attitudes, subjective norms, and perceived be-
havioral control. This theory was applied by Pahnila, Siponen, and Mahmood (2007) to explain
how organizational policies and training influence employees’ attitudes and behavior regard-
ing compliance with cybersecurity practices.

However, when those respondents who are most likely to misreport or fail to observe cyber-
crime are excluded from the sample, the relationship becomes insignificant. In this model,
there is no significant correlation between the overtaking of security measures and the proba-
bility of victimization with any of the cybercrime types.

7.3 Technological Background (Hypothesis 3)

Based on previous literature, the authors also hypothesized that the likelihood of becoming a
victim of cybercrime would decrease for individuals with an affinity for IT. Similar to hypoth-
esis 2, a negative correlation was assumed, while the empirical results showed a positive or no
correlation. Compared to the group of individuals who had nothing to do with IT, the results
are not significant for education/training in IT and working in an IT workplace. However, hav-
ing an interest in IT increases the likelihood of being a victim of cybercrime in general and
financial offenses. The results of other authors, such as Ngo & Paternoster (2011), also showed
that they were surprised by a significant correlation between cybercrime affinity and victimi-
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zation, in the opposite direction to that assumed. However, in their case, the results were re-
lated to education: Individuals who attended educational workshops were more likely to re-
ceive - in this case - unwanted pornographic material.

The positive correlation between interest in IT and the probability of being a victim of cyber-
crime, and particularly financial crime, persists when the sample size is reduced, with only
slight alterations to the figures.

7.4 Interest in Safety Risks (Hypothesis 4)

Hypothesis 4 posited that people who are willing to learn about security risks are less likely to
become victims of cybercrime. Again, a negative correlation was hypothesized, while the re-
sults suggest a positive or no correlation. Compared to the group of individuals who do never
inform themselves about security vulnerabilities, to always or partly inform oneself increased
the likelihood of being victimized by cybercrime in general and data crimes. The correlation
was not significant for financial and personal crimes.
The model of data offenses is rendered insignificant when individuals lacking awareness of
security measures are excluded. Consequently, awareness of vulnerabilities no longer has a
significant impact on the probability of becoming a victim of data offenses, or even of cyber-
crime in general.
Possible explanations for the rejection of hypotheses 2-4 could be:
(1) Timing issues: guardianship could have been established after victimization. The authors
did not measure whether respondents engaged in prevention or avoidance behaviors before
or after being victimized by any of the above crime types. For example, it is possible that
respondents used antivirus software only after experiencing a malware infection, which
would be a classic ‘false positive’ because the guardian was not in place during the attack.
(2) False sense of security and exposure: Guardianship may have led to a false sense of se-
curity or greater exposure of the individual believing it can detect an attack, thus increasing
vulnerability. Also, guardianship often provides functionality to notify the user of attacks.
Depending on the configuration, different users may receive different levels and numbers
of alerts. In particular, increasing IT knowledge (both from work and personal interest) may
correlate with this false sense of exposure.
(3) Complex relationship between knowledge and behavior (e. g. privacy paradox): A possi-
ble explanation may also lie in the complex relationship between knowledge and behavior.
Physical and personal protection are related, but it is a complex relationship. For example,
Zwilling et al. (2022) showed that some cybersecurity awareness led to minimal protective
measures, such as installing antivirus software, but had no effect on users’ willingness to
share personal information. Lee and Chua (2023) concluded: “Due to the complexities and
differences in definitions, the role of cybersecurity and cybercrime knowledge and aware-
ness in one’s behavior and intention remains diverse and dependent on specific issues.“ (Lee
& Chua, 2023).
(4) Greater workplace experience and interest in IT facilitate the identification of cyber-
criminal acts: Experience in IT increases awareness, which in turn may make it easier to
identify actual or perceived attacks. A person with less IT experience may simply not recog-
nize potential cybercrime as such. This discrepancy is revealed when the differences be-
tween the first and second regression models are examined. When individuals lacking
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knowledge of security measures are excluded from the sample, the positive correlation be-
tween the probability of victimization by certain types of offenses and the presence of secu-
rity measures, as well as the awareness of vulnerabilities, becomes insignificant.

(5) Success of the attack: A major challenge is the definition of victimization, as it does not
distinguish between a successful and an unsuccessful attack. Thus, although the guardian-
ship may do its job and prevent a successful attack, it lists the attack and increases the user’s
perception of victimization.

(6) Security level of devices: We need to further investigate the number and type of devices
owned by the participants. On the one hand, a higher number of devices increases the attack
surface and thus the number of victimizations. There may be a correlation with income,
education, and IT skills. On the other hand, the data does not focus on traditional IT, but
also includes smart home devices (Sauter & Treytl, 2023). No data were collected on the
security level of these devices, which obscures a possible influence (Sasi et al., 2023). How-
ever, it is known that the architecture of such devices (and IoT devices in general) makes
them more vulnerable to attacks (Sauter & Treytl, 2023).

8. Conclusion

Based on the present study, it can be concluded that although the Routine-Activity Theory
(RAT) can be adapted to cybercrime as a field of investigation, it comes with some challenges.
In particular, the notion of guardianship faces a diverse field of IT-related security measures,
ranging from preventive to reactive measures, from systems operating in the background to
those requiring recurring involvement. Further studies can take these specifics into account.
As explained at the beginning, this method of collecting data on unreported crime has
strengths and limitations. This is particularly evident in the decision to include incidents of
cybercrime, in which people were not sure whether they had been victimized. This approach
facilitates a more comprehensive and nuanced portrayal of cybercrime victimization, as such
incidents frequently occur unconsciously. Conversely, this approach is subject to bias due to
individuals who misreported cybercrime incidents. In an attempt to counteract this potential
bias, a secondary calculation was devised, excluding individuals deemed most likely to have
misreported, thereby ensuring a more accurate depiction of cybercrime victimization (see also
section 6 Table 4).

Thus, the study provided insights into how guardianship affects victimization by different
forms of cybercrime.

We have shown that the term “cybercrime“ encompasses very heterogeneous forms of crime,
ranging from financial to data to personal offenses. Lumping these types of crimes under the
umbrella of cybercrime in general would obscure interesting differences between the victims
of such crimes. This finding is not new, as Bossler and Holt (2010) have already criticized this
lack of granularity in categorization. “Thus, simply collapsing victimization into categories may
miss important differences” (Bossler & Holt 2010, p. 234).

In line with this, this paper contributes to the ongoing academic debate on cybercrime victim-
ization by demonstrating that the lack of clear definitions is an obstacle to proper analysis.
While public crime reports often refer to a single characteristic of cybercrime, a clear distinc-
tion between the different offenses is needed to develop a targeted prevention strategy. This
raises the question of whether a traditional view and statistical count of cybercrime cases is

Kriminologie — Das Online-Journal
KrimOJ | Vol. 7 | Issue 1 |2025 Criminology — The Online Journal



Huber, Pospisil, Sauter, Treytl | Cybercrime Victimization and Categorization 120

still appropriate. With AI, Crime-as-a-Service and other new forms of attacks and new criminal
business models, as well as the adaptation of countermeasures and protection, we believe that
the categorization of crimes should focus on the target (financial, data, personal), which better
fits the victims’ perspective than technical definitions.

In addition, an interesting finding of the study is that increased knowledge in terms of experi-
ence or additional cybersecurity measures does not necessarily lead to less successful cyberat-
tacks. Whilst the RAT theory is well-suited to the issue under discussion in the present paper,
further research using other theoretical concepts is required to more closely investigate the
connection between perceived victimization and guardianship or awareness measures. This
might include the concept of lifestyles according to Pierre Bourdieu or the Sinus-Milieus, in
order to consider milieu-specific components of cybercrime (Bourdieu, 1987).

Nevertheless, this finding should encourage to scrutinize common security approaches: com-
panies are currently investing significant amounts of money in employee awareness and train-
ing. The question is, is it justified? There is no doubt that a basic knowledge of IT security helps
to create a certain level of awareness in this area and to better recognize potential criminal
threats. However, security awareness or knowledge alone is not enough, both technically and
in terms of accountability, and needs to be complemented by other measures. The challenge
for the future is to find ways to reduce the number of successful cybercrime attacks through
security technology and regulation. Considering recent technological developments, such as
the Internet of Things (IoT), which is inundating our work and personal environments with
information technology and more sophisticated and automated attacks, the future of cyberse-
curity lies in better and more flexible extension of IT security, with the goal of countering the
individualization of cybersecurity responsibility at the expense of the end user.
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